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Welcome to our Parent Safeguarding Newsletter for this academic year. We will publish one each
half-term with up to date news on safeguarding information to help you support your children.

All our safeguarding information is available on the school website at
https://www.samworth.tgacademy.org.uk/safeguarding/

If you would like to contact a member of our safeguarding team please telephone the academy on
0116 2780232 or email safeguarding@samworth.tgacademy.org.uk

With so many students now having access to the internet and social media we wanted to make you
aware the latest information and sites they may be visiting and how you can support.

@nlY7ass

https://onlyfans.com/

The fast-growing social media platform stands out from the crowd through its focus on money: users
pay a subscription to follow content creators, who in turn take home a large cut of that fee. It has
become increasingly popular over the past few months, but that growth hasn’t been without
controversy.

TR?}ER

https://www.triller.co/

Triller is the latest video sharing app on the market, which encourages users to create music videos
and share them with the world. The platform boasts some of the music industry’s biggest stars as
users and recently announced that it had amassed over 250 million downloads worldwide.

https://www.snapchat.com/|/en-gb/

Snapchat - links to criminal groups

Another area of concern that appears to be on the rise in local communities is the use of Snapchat
for criminal groups to send messages out for multiple users to see. These messages try to lure
individuals in to try substances such as vapes which contain THC (Tetrahydrocannabinol is a
cannabinoid which is identified in cannabis. THC is the principal psychoactive constituent of
cannabis). They are even advertised as ‘free’ if the individual tries to get other individuals to try
some, with the intended outcome of them all wanting more at a price. The criminal groups then
drop these off in local community areas if a postcode is sent to them.


https://www.samworth.tgacademy.org.uk/safeguarding/
https://onlyfans.com/
https://www.triller.co/
https://www.snapchat.com/l/en-gb/
http://en.wikipedia.org/wiki/OnlyFans
http://www.bing.com/images/search?q=Snapchat&FORM=IARRTH&ufn=Snapchat&stid=564159fa-3d5c-4e17-a29e-35b26ac7182c&cbn=EntityAnswer&cbi=0&FORM=IARRTH

Trolling and online abuse

Trolling and online abuse are forms of cyber aggression that involve the sending of malicious,
abusive or derogatory messages by one user (a ‘troll’) to another user online. Please see attached
poster for more information and how you can support your children.
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Children can be particularly vulnerable to online
trolling and online abuse. Receiving offensive
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Trolling is a form of cyberaggression. It : ek
involves the sending of malicious, abusive or
derogatory messages by one user (a ‘troll’) to
another user online with the intention of
upsetting or harassing them or damaging

It is vital to have conversations with young people
about the hate speech, anger and prejudice that
are all around them and explore what resilience

they may have. Keeg the dialogue always open so
that young people have trusted aduits to turn to.

their reputation. It is often anonymous and
does not meet the definition of bullying yet
might develop into online bullying. Trolls will
often goad others until they react. They enjoy
putting people down and causing discord,
starting arguments or being inflammatory
stirring things up for their own entertainment.
Trolling may take the form of a one-off
offensive comment, hate speech or even
threats made online.

Trolling which is targeted and persistent can have
a huﬂ:,‘ pact on children’s mental health and
wel g Itcan lead lulowse"—es(eem and

e feelings of worthlessness an
dqssallshclm potentially affecting howchlldven
see and feel about themselves.

Could damage reputation

Online trolling can be humiliating for the victim and
can negatively impact on how t Y’are perceived
online oron social media. Trolls might gaud children
into reacting or sayln? something they might regret
and then sharing those comments widely to
purposely paint them in a negative light.

May affect home and school life

Children who constantly receive hateful and
spiteful messages online can become isolated
and withdraw from dul|g||l'9 They may become
depressed, angry or unable to sleep at night. Their
school performance may suffer and it may impact

Discuss online behaviour

Discuss what is acceptable behaviour online and
whatis inumopnate, unacceptable or against
the law. m against reacting even more
aggressively towards online trolls, reminding
them that their digital footprint will outiast the
current problem.

Implement privacy settings

Make sure that children are only using
age-appropriate apps. Make their profiles private
so that only friends and family can interact with
them online and turn off comments if you're
concemned about what other people might say.

Teach critical thinking

Help youn ople to spot trolis or when people
are’ ?ll);nnggnpgngocm( mdm Talk to thergveat?oul
people who might dare them to do risky things or
encourage them to post negative comments
online so that they recognise them and don‘t

on their behaviour at home. become an online troll themselves.

Our Expert

Adrienne Katz

Understand the tools available on the platform where trolling is taking
place and whether or not it is moderated. Check out the community
guidelines to see if the behaviour contravenes them and then if so,
report it, block, unfriend or unfollow the sender where possible.

Adrienne Katz is an award-wrnmng
cyberbullying expert with extensive
experience of working with schools
and education providers to delver
training in online safety. She i the
founder and leader of the annual
national Cybersurvey, providing one
of the richest databases of young
people’s views on digital life in the UK
and has previously worked on
government level prgjects funded
by the Home Office and The Princess
Diana Memorial Fund.

Always try to screenshot or take a photo of the nega e Pos!s or
omments made ot leport the incident to your c! 's scl
police or local authority who will be oble to investigate further.

Seek professional advice

if your child has experienced negative effects on their mental health

and wellbeing due to trolling online, ask for additional support from
your school’s local safeguarding officer or seek professional help

from charities who will be able to offer further advice and guidance.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered Into. Current as of the date of release: 09.09.2020




Phishing

Phishing is the method of scamming users for their personal information online. Please see attached
poster for more information and how you can support your children.
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Phishing s a form of cyber-attack where
victims are targeted in the form of spoof
emails, phone calls or texts. These are
commonly carried out by an attacker posing
as someone else to influence individuals into
giving out sensitive data such as payment
details and passwords. Phishing usually takes
place via email, where the attacker
manipulates amessage to make it appear to
be from someone else, therefore deceiving
the victim into doing as they say. Hackers try
to deceive you into downloading malicious
code and will aim to extract small pieces of
information at a time.

www.nationalonlinesafety.com
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If @ young person has been the victim of a
successful phishing attempt, hackers gain
access to their personal data and destroy/corrupt
it. Some hackers may ask for a ransom in order to
get files back, whilst others may simply destroy it
or even publishiton thedarkweb.

Ifa hacker can trick children with oehlshing ottack
the chances are that they'll be back for more. Th
may begin asking for ‘harmless’ information, thsn
move on to sensitive information such as pass-
words and entry codes, Many phishing attacks
tart with the attacker offering to help the victim
wn.h acommon problem to build enough trust to
ask for information such as passwords.

If an attacker manages to successfully execute a
phishing attack on d victim, they have essentially
found a ‘way in‘, or backdoor into their online
security, Even if !hey do not notice any chang:s,

the hacker may be: momtorin contro|
computerwnthoutmelr nowledge.

Sometimes links and attachments aren't always what they
appear tobe and could send you to a site completely different
to what was expected. Hovering over a hyperlink will displar
the actual website. Some links are shortened, so the actual
website address is hidden behind a generic link, suchas
goo.gl/7fh28. Never click shortened URLS.

Cyber criminals will put fear in their victim’s mind in an attempt
to push them into giving away personal information. They may
act as if they're trying to help create a false sense of ‘trust’ or
pressure users into giving information ‘before it's too late”

¥

I! U receive an email saying you've ‘Won a new phone’or a
oliday Abroad, itis likely to be a phishing email. Hackers

engineer emails and trick targets into believing they’'ve won

something, as it puts a false sense of trust towards the hacker.

Twitter - arnatonhnesafety Facebook - /NatlonaIOnImeSafety
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Always create a backup of your files to an
external hard drive or USB before any potential
damage or destruction. Nxou regularly perform
backups, you may only have to backup un{
files recently added/updated sincéthe las
backup.

If you think a child has been a targetof a
phnshlng attempt, firstly disconnectthe device
from the network by switching off the Wi-Fiin
settings or Unplugging the ethemet cable.
Alternatively find the router and unplug it. This
will prevent any malware from accessing any
internet seryices.

Always perform regular and full malware
scans; this will check for any potentially
harmful programs installed on your computer.
Scans are most effective when the antivirus is
up to date soit’s crucial to keep on top of the
latest security downloads.

official websites

If you're unsure about a message youreceive,
don’t click any links or follow any instructions.
Check the official websites online and don't
give outany personal information that you
don‘t need to. Even if the message seems like
it's from someone you know, if anything seems
suspicious, or matches any of the criteria

above, simply do not open it..

Our Expert

Emma Davis

B

Emma Davis s a cyber security expert ar
former ICT teacher. She delivers cyber
awareness training o organisations
nationally and has extersive knowledde
and experience of managing how children
access services and apps online
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Instagram - @nationalonlinesafety



Webcams

The use of webcams has become hugely popular since the start of the coronavirus pandemic. Widely
used on popular apps such as Zoom, Skype or Microsoft Teams, they provide users with the ability to
take part in video calls and actually see who they’re speaking to. Whether used for remote learning,
home working or just keeping in touch with family and friends, webcams have been crucial to
helping all of us keep in touch. Please see attached poster for more information and how you can
support your children.
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Most commonly found embedded in laptop ime ta = Itcan be difficult to tell if your webcam has
screens and smartphones, webcams are tiny -.n.mn.".";..'?a'\',‘i'é':'.":.'."v.'r%ﬁ" oot °§'.'¢‘i’n'2’.'.‘«'?.2"£éa‘§&3$’.’;gmimm.§
wdeo/stlll cameras designed to let you profile breaches where Imegruted laptop green) next bcam is |it when you don't
participate in video calls on services such as expect n to bn this could be a sign.
Skype and Zoom. They have become hugely targeted.
popular since the start of the coronavirus
pandemic, allowing homeworkers to chat with
remote colleagues and helping friends and Malw
families stay in touch. However, there are ‘ alware
many security and privacy risks associated ssi
with webcams that owners should be aware of. ' caﬁ"ng'{‘::,‘:m";‘&fg‘u:'c‘:"u:‘:m‘zw
mm:m the cumom is cg ave been granted access to the camera.
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or by s on e camera. I you never use the webcam,
websites, and lecnolhn inthe can bar all occtu to the webcam. Better Il
background without the user being alerted. STE—re—m cover it when not in use.
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User Safety Tips
LR £®) | Our Expert

Explain the dangers to children
i ~ Barry Collins

Talk to your children about the dangers of talking with
B| strangers via webcam and tell them not to accept any
B video chat requests from people they don‘t know in real
life. Keep computers in family rooms, so that children
can‘t covertly use the webcam in their bedrooms.

Do not pay anyone claiming to have captured
embarrassing webcam footage of you. It's highly likely
they don’t have footage in the first place, and even if
they do, paying them may encourage them to demand
more money. Report the matter to the police and keep a
record of any evidence you can

Unplug webcams & update firewalls {

Unplug external (USB) webcams when they're not in use
Make sure your computer is running up-to-date security
software and that the firewall is switched on. This can
thwart attempts to access your webcam remotely.
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Sexting

Sexting, or sending nudes, is illegal for anyone under the age of 18. Despite this, recent research
suggests that young people continue to share nude images of themselves, with one in five teenagers
admitting they were pressured or blackmailed into it. Separate research also indicates an increase in
so-called ‘sexts’ typed out by children during lockdown. Please see attached poster for more
information and how you can support your children.
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° TRILLER -

Triller is a social media video sharing app. Unlike TikTok and many other video sharing apps, Triller focuses more on making creative music videos.
Users can film multiple takes of themselves and the app will then automatically compile the best clips and turn itinto a music video. It is free to
download and has amassed over 250 million downloads worldwide, including celebrity users'Slich as Justin Bieber, Eminem and Alicia Keys.

Default to Public Profile

When signing up to Triller your account automatically defaults
to public. This means that any videos that your child uploads
to Triller can be searched for and viewed by anybody who uses
the app. It also means that anybody can send them a follow
request or comment on their videos, including people they
have never even met or seen before.

Drive for ‘fame’

Verified users in Triller can exchange their Gold for Gems whicl
turn can be exchanged for real cash. Verified users are those that
have gained enough likes and followers on the app, which could
push some children to create more outrageous, dangerous or
even inappropriate contentin order to get noticed and earn more
gold from their ‘supporters’,

—
nauthorised sharing N

Once a video is uploaded and posted on Triller, it can be shared

further by other users. Viewers can choose whether to share it on
other social media channels, via email, messaging apps or even
opt to download and save it to their device. This means anybody

\ 4

could potentially view, store and share your child’s videos
without you knowing or your consent.

Lack of privacy protection

Triller reserves the right to use anything publicly distributed on the platform for marketing and/or commercial purposes. That means that any content produced on

the app which is available to the public can be used by Triller to promote themselves, even if you don‘t want them to.
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Make accounts private n
There aren’t many parental controls on

Triller, however users can make their

profiles private which means only people

your child approves can view and

comment on their videos. It also means that

your child will need to approve a request if

somebody wants to follow him/her.

Discuss content concerns

Encourage your child to talk to you if they

have seen a video on the app that has made them
feel uncomfortable. Inappropriate content can be
reported to Triller 5o it's important children know what
is and isn't acceptable online. Talk to them about
what they watch and who they follow. Try to get them
to think critically about the things they see so that.
they can make better decisions online.

Meet our expert

Parven Kauris social media expertand
digital media consultantwho is passionate
aboutimproving digital literacy for parents
and children. She has extensive experience
in the social media arenaand is the founder
of Kids N Clicks; a webresource that helps
parents and children thrive in a digital world.

Resources are available from the national online safety organisation and are excellent and we use
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Talk about personal data

It'simportant to talk to your child about
protecting their personal information
online. Encourage them to only share
their videos with friends and family
that they also know and trust offline,
and to avoid linking their other social
media accounts to the platform.

Remove payment options

Remove any links to payment options on your child’s
devices or enable payment monitoring controls. This will

prevent them from making in-app purchases and spending

money freely. If your child wishes to donate to a particular
user, ask them questions around why they think that user
needs the donation and whether they are real with their
request. Remind your child that not everything they see
online is the truth and they could be trying to fool them.

wapp purchases

Gold coins are the currency in Triller and can be purchased in the
app with packages ranging from $0.99 t0 $99.99. The money can
be used to donate or ‘support’ other users who children follow and
find engaging. This could mean that some children quickly rack
up hefty bills if they have access to payment methods and are
easily influenced by who they follow online.

T4y

isk of cyberbullying

Triller gives users the ability to comment on other people’s videos,
even if they don't follow that account. Most comments are usually
displays of positive feedback and showing appreciation for the
content. However, if children post their videos in public, they could
be atrisk of online trolls posting hurtful or negative comments or

become the victim of online bullying behaviour.
Mature content @

Triller does contain references to more adult themed content. This
includes bad language and references to drugs, alcohol and sex.
The app has an age-rating of 12+ however there are no content
filters and children can search for aimost anything. Furthermore,
users don’t need an account to view other videos on Triller which
means that children could use the app without having to sign up.

Block and report strangers

If your child is receiving negative comments or is
being harassed, you can report and block a user
within the app. You can do this by going into the
profile page of the other user. Make sure your
child knows to never allow a stranger to follow
them and to always come to you if they're ever
unsure about someone who tries to contact them.

-0
Explore yourself

\

The best way to understand the content
on the app and how it worksis to use it
yourself. Follow your child’s account so
that you know what they are viewing and
sharing online. Explore different videos
and understand how the app works so
that if your child has any concerns, you
can support them with confidence.
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www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - [NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 01.09.2020

them as an academy to support the work we do with the student in school.
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